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Introduction

This whitepaper helps you to configure and to troubleshoot getting
Free/Busy information from your partners’ organization(s) and to work
with delegated calendars in a cross-forest environment - without using the
Microsoft Federation Gateway. It can be used additionally to the manual of
the software GALsync from NETsec, which provides an easy
synchronization of directory objects.

Used Terms

Cross-Forest-Free/Busy: with this technology your people can see
free/busy information of people in another Exchange organization (you
have no Active Directory domain trust with). Technically you need only a
TCP/IP connection on port 443 (https) between the organizations.

Cross-Forest-Delegation: if you use this technology your people can see
free/busy information of another Exchange organization. Additionally your
people can manage calendars of people in the other organization in the
same way they use delegated calendars internally. In that case you need
a domain trust between the Active Directory domains. Technically quite a
range of TCP/IP ports are required for communication between the
organizations (see chapter

Ports Required for Trusts in Domain and Forest Trust Tools and Settings,

& Calendar Delegation
e 0&“\ Free/Busy
w5

o through
. GALsy _‘x‘\{v Online Free/Busy
= o or MS-Federation

& . Delegate Access
= “é‘ Give others permission to receive
> e P el
n ad items and respond on your behalf,
-
Exchange Server & @ Exchange Server
John@ForestX.com
[ (]
s [* ]
m

John@ForestX.co!
Working as a delegate Delegates access

MS Federation / Federated Sharing: This technique uses the Microsoft
Federation Gateway, a free cloud-based service, as the trust broker


http://technet.microsoft.com/En-Us/Library/Cc756944(V=Ws.10).Aspx)

between two federated organizations. To enable federated sharing, each
organization must establish a one-time federation trust with the Microsoft
Federation Gateway and configure either an organization relationship or
sharing policies with each other.

GALsync and Free/Busy

In Exchange 2003 to Exchange 2010 you could use system public folders
for a free/busy query. We implemented this architecture in GALsync up to
version 4.

Since Exchange 2007 natively the Exchange Availability Service as a Web
Service is used for Free/Busy queries. Since Exchange 2013 and Exchange
Online there are no system public folders for Free/Busy information
available anymore.

GALsync 5 offers cross-forest directory synchronization. Additionally we
can support you with our consulting services to configure cross-forest-
Free/Busy or cross-forest-delegation.

How it works (high-level)

o
|

—F -— Autodiscover.foresta ::-"1.3 =g With
EI:—I [ {/\'\} - _—| Availability

c/\@ WE@\ o

for domain
User@foresta.com
P C yUser = User@foresta.com

.._* |

oresta.com

forestA com

Step 1: The client in the remote forest picks a galsynched contact from
the GAL and makes an F/B request.

Step 2: The Availability Service at the remote site checks if there is an
availabilityaddressspace entry regarding the SMTP domain based on the
primary SMTP address of the contact.
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Step 3: The Availability Service tries to contact the Autodiscover service of
the source forest to get the address of the source Availability service.

Step 4: The availability service in the source forest gets the required
Free/Busy information from the given mailbox and sends the answer back
to the remote forest.
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*** General Troubleshooting ***

Common Tools
These are some additional tools and resources for diagnosing issues with
Free/busy:

e Hybrid Environment Free/busy Troubleshooter
http://support.microsoft.com/common/survey.aspx?scid=sw%3ben%3b3526&sho
wpage=1

e Remote Connectivity Analyzer
https://testconnectivity.microsoft.com/

e Outlook Connectivity Guided Walkthrough
http://support.microsoft.com/common/survey.aspx?scid=sw;en;3601&showpage
=1

e The Microsoft Online Services Diagnostics and Logging (MOSDAL) Support Toolkit
http://www.microsoft.com/download/en/details.aspx?id=626

e Office 365
Video: Troubleshooting Issues with Free/Busy Information in Office Outlook Clients for

Office 365

Common Precedures

e Increase the eventlog level at Exchange servers:
Get-EventLogLevel | Set-EventLoglLevel -Level expert

If you do not want to get a lot of results you should reduce the services to the following:
Set-EventLogLevel "MSExchange Autodiscover\Core" -Level expert
Set-EventLogLevel "MSExchange Autodiscover\Web" -Level expert
Set-EventLogLevel "MSExchange Autodiscover\Provider" -Level expert
Set-EventLogLevel "MSExchange Availability\Availability Service" -Level expert
Set-EventLogLevel "MSExchange Availability\Availability Service General" -Level expert
Set-EventLogLevel "MSExchange Availability\Availability Service Authentication" -Level expert
Set-EventLogLevel "MSExchange Availability\Availability Service Authorization" -Level expert

e  Open Outlook in protocol mode
http://support.microsoft.com/kb/300479?wa=wsignin1.0

e Note: Outlook 2013 seems not to use the fblog*.log as in earlier versions like in Outlook 2010, so
troubleshooting with OLK13 is much more difficult. Use 2010 or 2007!
Run your Outlook clients in online mode, not in cached mode to keep your testing results "clean".
Outlook together with the /cleanfreebusy switch

e Run E-mail AutoConfiguration tool to determine whether Outlook can connect to the Autodiscover service
To run the test:
- While Outlook is running, hold down the CTRL key, right-click the Outlook icon in your system tray or
notification area (lower right corner of computer screen), and then select Test E-mail AutoConfiguration.
- Enter your email address and password.
- Clear the checkboxes next to Use Guessmart and Secure Guessmart Authentication. Make sure that Use
AutoDiscover is selected.
- Click the Test button. It may take up to a minute before the test is complete.

Whitepaper Cross-Forest Free/Busy and Cross-Forest Delegation



http://support.microsoft.com/common/survey.aspx?scid=sw%3ben%3b3526&showpage=1
http://support.microsoft.com/common/survey.aspx?scid=sw%3ben%3b3526&showpage=1
https://testconnectivity.microsoft.com/
http://support.microsoft.com/common/survey.aspx?scid=sw;en;3601&showpage=1
http://support.microsoft.com/common/survey.aspx?scid=sw;en;3601&showpage=1
http://support.microsoft.com/kb/960625
http://www.microsoft.com/download/en/details.aspx?id=626
http://community.office365.com/en-us/blogs/office_365_technical_blog/archive/2012/04/07/video-troubleshooting-issues-with-free-busy-information-in-office-outlook-clients-for-office-365.aspx
http://community.office365.com/en-us/blogs/office_365_technical_blog/archive/2012/04/07/video-troubleshooting-issues-with-free-busy-information-in-office-outlook-clients-for-office-365.aspx
http://support.microsoft.com/kb/300479?wa=wsignin1.0
http://support.microsoft.com/kb/2581088#Bookmark11
http://support.microsoft.com/kb/2581088#Bookmark7

Deployment Guide

Matrix - Overview

Source Org Target Org Technique to get Free/Busy version to sync GAL

2003 2003 Public folders GALsync v4 °

2003 2007 Public folders GALsync v4 °

2003 2010 Public folders GALsync v4 °

2003 2013 Not supported GALsync v4 ° + GALsync v5 !

2003 Exchange Online Not supported GALsync v4 ° + GALsync v5 !

2007 2003 Public folders GALsync v4 °

2007 2007 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2007 2010 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2007 2013 Cross-Forest Free/Busy 2 or MS GALsyncv51?
Federation 3

2007 Exchange Online Cross-Forest Free/Busy 2 or MS GALsyncv51?
Federation 3

2010 2003 Public folders GALsyncv4°

2010 2007 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2010 2010 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3 GALsyncv5?!

2010 2013 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2010 Exchange Online Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2013 2003 Not supported GALsync v4 ° + GALsync v5 !

2013 2007 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2013 2010 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2013 2013 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

2013 Exchange Online Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

Exchange Online 2003 Not supported GALsync v4 ° + GALsync v5 !

Exchange Online 2007 Cross-Forest Free/Busy 2 or MS GALsync v5'?
Federation 3

Exchange Online 2010 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

Exchange Online 2013 Cross-Forest Free/Busy 2 or MS GALsync v5!
Federation 3

Exchange Online Exchange Online supported 4 GALsyncv5?!

Legend:

0 GALsync v4 provides an optional feature which copies all free/busy information from Exchange public folder

store.

! Free/Busy queries can be performed by using GALsync v5 to sync the objects and using Cross-Forest
Free/Busy or MS Federation to get free/busy information

2 This technique is based on Exchange Web Services (EWS). If you already provide support for mobile devices
with ActiveSync or Outlook Anywhere it should be no problem to configure this.

3 This technique is based on Exchange Web Services (EWS). Additionally you have to configure a trust to a
Microsoft Trust Center.

* described below
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Exchange 2003
Scenarios with dedicated Exchange 2003 environments are not covered in
this Whitepaper.

If you use Exchange 2003 (or Exchange 2007) combined with Exchange
2010 SP1 the Exchange 2010 SP1 mailbox server must host a Public
Folder database and is the ONLY replica server for Free/Busy folder.

Links

Cross Org Availability using Federation Trust and Organization Relationship

free/busy sharing between Exchange 2003 and Exchange 2010 organizations

e Understanding Shared Free/Busy in Exchange 2003 Hybrid Deployments

Exchange On Premise <-> Exchange On Premise

All scenarios between any Exchange organization using 2007/2010 or
2013 are covered in this whitepaper.

Exchange On Premise <-> Office 365
To enable the shared free/busy feature in a hybrid deployment we
recommend the technique MS Federation.

Read in the appendix of this document the chapter Cross-Forest Free/Busy
with MS-Federation

Office 365 <-> Office 365

Read in the appendix of this document the chapter Cross-Forest-
Free/Busy and Cross-Forest-Delegation between dedicated Exchange
Online (only) / Office 365 organizations
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http://blogs.technet.com/b/exchange/archive/2011/06/28/cross-org-availability-using-federation-trust-and-organization-relationship.aspx
http://blogs.technet.com/b/exchange/archive/2011/06/28/cross-org-availability-using-federation-trust-and-organization-relationship.aspx
http://technet.microsoft.com/en-us/library/hh310374(v=exchg.141).aspx
http://technet.microsoft.com/en-us/library/hh779664(v=exchg.141).aspx
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Technical Modules
This chapter provides you with more details considering the different
requirements.

Readiness Analyzer

In a first step you should validate if your environments are ready. Simply
follow these questions:

environment from both sides?

Are you able to nslookup
autodiscover.<remoteSMTP>.<domain>

Are you able to send SMTP-Messages between the
different environments?

Topic Validate On error. ..
General Dioes the Exchange and Domain Controllers eventlogs Read chapter environment
indicate any critical errors?
Does the Exchange Best Practice Analyzer indicate any
critical errors?
Does dcdiag on the domain controllers indicate any critical
errors?
Network Are you able to nslookup the local and remote Read chapter Connecting

Webservices
and

Can you connect to the Autodiscover service by using the
E-mail AutoConfiguration tool in Outlook?

Read chapter Webservices and
certificates

AvailabilityConfig correctly?

Certificates Can you run test-outlookwebservice using a local account
without errors?
Can you run test-outlookwebservice using a remote
account without errors?
Do your environment (i.e. the CAS servers trust the root-
certificate of the remote forest?
GALsync Can you synchronize objects from source environment to Read chapter Synchronize with
the remote forest. Are the objects created as contacts GALsync
there?
Can Outlook / OWA clients in remote forest see the
synchronized objects in GAL?
Availability Did you configure AvailabilityAddressSpace and Read chapter Cross-Forest




Environment

Description
This step must be performed

e If you are working in an internal Test-Lab or if your organizations are connected by
internet.
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

In this step you collect some information about your own and your
partners’ environment. Please note

e Name of the forest

¢ Name of the domains in the forest

¢ Name of sites

¢ Name of Domain Controllers and Global Catalogs

e Version of the Active Directory Schema

¢ Names of all Exchange CAS Servers

e Exchange Server versions (see possible values in appendix or run PS script
querySchema.psl)

e Local firewall-rules on the Exchange servers

Get-Exchangeserver | fl name, edition, admindisplayversion,
serverrole, site

Screenshots

2007a [PE] D:vinstall>. “~guerySchema.psl
Active Directory Schema version (mZ2BA7a.forestZB@7A.com?

47
Exchange Schema version (m2887a.forest20@07A._.com2

2010a g ﬂ:\instaiij.\queryﬂchema.psi
Active Directory Schema version (M2016A.ForestZ2@10A.com?

47
Exchange Schema version (MZ2010A.ForestZ2B1B8A.coml

14734

plohNelo @ [PS]1 C:ninstall’.“querySchema.psl
Active Directory Schema verszion (MZA18BB.forestZB1Bh.com?

47
Exchange Schema version (MZB18B.forest201Bh.com>

2013a
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*** Troubleshooting Checklist ***

e Does dcdiag on your DCs or does Exchange Best Practice Analyzer (exbpa) on your Exchange servers
indicate any errors, which could be related to your issue?

e Are the clients in both forests able to get free/busy information of other clients in the same domain?

e  Are the clients in both forests able to send mails to clients in the remote domain by inserting their SMTP-
address into the TO: field of the message?

e Are all required ports open?
Read article “Exchange, Firewalls, and Support”
http://blogs.technet.com/b/exchange/archive/2013/02/18/exchange-firewalls-and-support-oh-my.aspx

Required Permissions

This step must be performed

e If you are working in an internal Test-Lab.
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest Delegation

Administrative Permissions

You must be prepared to run some of the steps as a user with sufficient
privileges. Some configurations you have to make require an account
which is member of the Exchange Organization Management and/or Active
Directory Domain Administrators group.

Please note the account you want to use.

Default Calendar permissions
The permissions should be set to Free/Busy time to be displayed.

*** General Troubleshooting ***

e Check the Default Calendar permissions for the mailbox(es) you would like to view Free/Busy information
for.
Right-click on a Calendar > Properties > Permissions. The permissions should be set to Free/Busy time to
be displayed.
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Connecting
General Name Resolution

Description
This step must be performed

e If you are working in an internal Test-Lab or if your organizations are connected by
internet.
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

You must have name resolution working so that the Exchange servers
know where to get information from.

Your environment must be able to get a path to your partners’ domain.
Usually this is implemented in your own internal DNS server as a
conditional forwarder (if you use an internal test environment) or it is
configured in the public DNS of your partner.

If yvou use an internal Test-LAB

To configure a DNS server to use forwarders using the Windows interface
(Windows 2003)

Open DNS Manager.

In the console tree, click the applicable DNS server.

On the Action menu, click Properties.

On the Forwarders tab, under DNS domain,

click a domain name.

Under Selected domain's forwarder IP address list, type the IP
address of a forwarder, and then click Add.

= B

Ul

To configure a DNS server to use forwarders using the Windows interface
(Windows 2008)

1. Open DNS Manager.

2. In the console tree, click the applicable DNS server, then
select node Conditional Forwarders

3. Right click the node and select New Conditional Forwarder

4, Follow the wizard

Check by

C:\Nslookup <partnersdomain>

If yvour organizations are connected by internet
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Your CAS servers (respective the ISA/TMG which publishes the Web
Services) must be able to resolve public DNS records of your partners’
organization.

Check by

Nslookup <partnersdomain>

Note: If name resolution against your partners’ site is not possible, you
have to solve this issue before continuing.

Screenshots
Zones
2007a i DNS Manager H=] E3
File  Action Yiew Help
1K e el a1, AERENESN ? Mo A= R =ERE
'.?. DLNS Marme Type Data Timestarp
El 5 M2007A | _msdes
E [ Farward Lookup Zanes 3 _sites
| _msdes forest2007A.c0 | ) kep
| _udp
- L=H i b | DomainbnsZones
= Reverse Lookup Zones | ForestDnsZones
® (2] 25.20.172.in-addr arps | —
El C;;nditional For::afderrsarpc §—|(same as parent folder) Start of Authority (SOA) [71], m2007a forestZ007a,,,,  static
Global Logs '—| (zame as parent Folder) Marne Server (M3) mz2007 a.Forest2007a.com, skatic
'—| (same as parent Falder) Hosk (A 172.20.25.152 12.04,2013 ;
'—| (same as parent Falder) IPw6 Hosk (AA8A8] 2001:0db&:0000:0000:0a%.,.  14.04.2013 :
ﬂautodiscover Host {4} 172.20.25.152 skatic
'—I m2007a Host {4} 172,20,25,152 static
| '—| mz007a IPw6 Host {AAAAY 2001:0db5:0000:0000:0a%. .. static
2 O 1 Oa & DNS Manager M=l E3

File  Action  Wiew Help

MOIEEE EEEIEEEE

5, DMS ame: Type I Data Timeskamp
El 3 M20104 | _msdes
= [ Forward Lockup Zanes T _sites
| _msdcs.Farest20108.00 | tep
2010a.cam | _udp
= LE.con | DomainDnsZones
= -n?Sdcs | ForestDnsZones
= —:Ict:s '—| {same as parent folder) Start of Authority (SO&) [53], m2010a.forest2010a...,  skatic
= _udp '—| {same as parent folder) Mame Server (M3) mz010a.forest2010a.com. skatic
= BomainDnsZones §—|(same as parent folder) Host {A) 172,20,25,100 18,04, 2013 ¢
“| ForestDnsZones '—| (sare as parent foldar) IPwE Host (AAAMA) 2001:0db3:0000:0000:c090,,,  15.04.2013(
= ] Reverse Lookup Zones '—| autodiscover Host {4} 172.20.25.100 skatic
-] 25.20.172.in-addr.arpz §—|m2DIDa Host {A) 172,20,25.100 skatic
| Conditional Formarders §—|m2010a IPvE Host (AAAA) z001:0dbE:0000:0000;c090,,,  static
Global Lags
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20 10b = DNS Manager M= E3 |
File  Action ‘Wiew Help
& |50 XRE o= |HFE| & §E
5_., DMS Marie Type | Data Timestamp
E 5 M20i0E | _msdecs
SR quward Lookup Zones | _sites
_msdcs.forestZ010b.cc | [ ep
T _udp
== - “| DomainDnsZones
m: =5 | ForestDnsZones
£
Elc == §—|(same as parent folder) Start of Autharity (SOA) [55], mZ010b forestz010b....  static
_udpp §—| {same as parent folder) hame Server (NS mz010b.Forestz010b, com. static
“ DomainDnsZones §—|(same as parent folder) Host (4) 172,20,25,102 15.04.2013 ¢
| ForestDnsZones §—|(same as parent folder) IPwE Hosk (AA8A) 2001 :0db&:0000:0000:FOS57...  15.04.2013(
| Reverse Lookup Zones ﬂautodlscover Host () 172.20.25.102 static
| Conditional Forwarders §—| m2010b Host (4) 172,20,25,102 skatic
Global Logs g—ImZDIUb IPwE Hosk (AAAA) 2001:0db5:0000:0000:FOS7...  skatic
2013a  |© DNS Manager | = o S
File Action View Help

e« HEXE G i EE

2 DNs

4 3

[ 9

-

I

M20134
| Forward Lookup Zones

=] _msdes.forest2013a.c

=4 f2013a.com

- forest2013a.com

| _msdcs

| _sites

| _tcp

7 _udp

“| DomainDnsZones
b || ForestDnsZones
Reverse Lockup Zones
21 25.20.172.in-addr.arp

=H

w oW W W W
L B

| Trust Points

| Conditional Forwarders

[» Global Logs

Marme

- | _msdcs

| _sites

= _tep

I _udp

"I DomainDnsZones

| ForestDnsZones
ﬂ(same as parent folder)
ﬂ(same as parent folder)
§—| (same as parent folder)
ﬂ(same as parent folder)
§—| autodiscover
Em2oiza
H m2013a

*** Troubleshooting Checklist ***

Type

Start of Authority (504)
Mame Server (M5)

Host (A)

IPv Host (AAAA)

Host (A)

Host (A)

IPv Host (AAAA)

Data

[84], m2013aforest2013a.c...

m2013a.forest2013a.com.
172.20.25.20

2001:0db3:0000:0000:db12:...

172.20.25.20
172.20.25.20

2001:0db3:0000:0000:db12:...

Tirmestam

static
static
14.04.2013
18.04.2013
static
static
static

Can you resolve the internal names of the Domains?
Run DCDiag /test:DNS /e /v
Can you resolve the external published names of the Domains?

Can you resolve the external published MX records of the Domains?

Exchange SMTP Connectors

Description

This step must be performed

e If you are working in an internal Test-Lab or if your organizations are connected by

internet.

e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation
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You must have all appropriate Send Connectors and Accepted Domains in

place

Exchange CAS servers must have a route to send SMTP messages to the
partners’ organizations. Like you configure DNS Forwarding or public DNS
on TCP/IP level, you configure Send Connectors on Exchange level.

Sreenshots

Accepted Domains

2007a

2010a

2010b

File action Wiew Help

E:H:change Management Console

&= | 7nHE

£3 Microsoft Exchange
= |jais) Organization Configuration
4y Mailbo
s Client Access
| Hub Tramspork
s Unified Messaging
5 Server Configuration
?_, Recipient Configuration
=1 Toolbox

B Hub Transport

Send Connectors | Edge Subscriptions | Global Settings
Accepted Domains

Journaling

Remote Domains E-mail &ddress Policies | Transport Rules

Accepted Domain

forest2007 4, com

Authoritative

2 AForest20074,com

File Action Wiew Help

E:-:change Management Console

B EIE

4 Microsoft Exchange
= ._’.5 Microsoft Exchangs On-Premises {n
[= |sia| Qrganization Configuration
4 Mailbos:
o] Client Access
"+ Hub Transport
sl Unified Messaging
2] ? Server Configuration
i ]

[+

Recipient Configuration
=8 Toolbox

B Hub Transport

Journal Rules I Global Settings

Transpork Rules

Edge Subscriptions |

Send Conneckors |
Accepted Domains

Remote Domains E-mail Address Policies |

dﬁ"' Create Filker

Accepted Domain Default

Mame =
-

Authoritative

EbjForestZDIDA.com Forestz20104.com Authoritative True

File  Action | Yiew Help

E:-u:hange Management Console

= |57 H=

141 Microsoft Exchange

= c__5| Microsoft Exchange On-Premises (n
[=] |s2a| Organization Configuration
iy Mailbo
|s® Client Access
" Hub Transpart
ls7 Unified Messaging

;1 Server Configuration

%, Recipient Configuration

&= Toolbox

H &

E Hub Transport

Journal Rules I
Remote Domains

Global Settings
Transport Rules

Edge Subscriptions |
E-mail Address Policies |

Send Conneckors |
Accepted Domains

I Create Filter

Accepted Domain Tvpe Default
F2010E.com

forest2010b, com

Mame =
q FZ010E. com
#Hforest2010h, com

Authaoritative

Autharikative True



2013a

| 5 172.20.25.20 - Remotedesktopverbindung
|

| a@l_ﬁ https: //m2013a.forest2013a.com/ecp/ O~a G” "4 accepted domains - Micros.., % |

File Edit View Favorites Tools Help

1] Enterprise  Office 365

Exchange admin center

recipients rules  delivery reports - accepted domaing
I permissions

. S Fs )
compliance management + /7T P8

. . MAME & | ACCEPTED DOMAIN
organization

f2013a.com f2013a.com

protection forest2013a.com (default dom...  forest2013a.com

mail flow

Send Connectors (multiple scopes)

2007a

B Hub Transport 4 objects

Femaote Domains | Accepted Domains | E-mail Address Policies | Transport Rules I

Jaurnaling Send Connectors Edage Subscriptions | Global Settings |
Mame = |Status |

L Forest2010a, com Enabled

& Forest2010b, com Enabled

General Address Space | Netwu:urkl Source Serverl

R Add... |+ 7 Edit.. X

L Forest201 34, com e -
= ForestZ010b.com Properties
:@Internet

Specify the address space(z] to which this connector will route mail;

email address policies receive cc

DOMAIN TYPE

Authoritative

Authoritative

Actions

Hub Transport

5% Mew Remate!
% Mew Accepter

_‘J Mew E-mail Ac

Type | Address | Cost
SMTF * F2010b.com 1
SMTF Forezt2010b. com 1

Whitepaper Cross-Forest Free/Busy and Cross-Forest Delegation




2010a B Hub Transport |
" Remote Domains I Accepted Domains | E-mail Address Policies I Transport Rules m
Journal Rules Send Cannectars | Edge Subscriptions | Global Settings =
Tf Create Filker &
Mame = | Skakus | =
L3 Farest2007a. com Enabled
=
L= Forest2010b. com Enabled
3 Forest2013a, com Enabled E
Internet e 1
:g forest2013a.com Properties E
General Address Space | Netwu:urkl Source Sewerl
Specify the addrezs space(z] to which thiz connector will route mail:
epadd.. - o Edt.. 2
Type | Addrezs | Ciozt
SMTF * F201 3a.com 1
SMTF * forest201 3a.com 1
2010b B Hub Transport
| Remote Domains I Accepted Domains | E-mail Address Policies I Transport Rules
Journal Rules Send Connectors | Edge Subscriptions I alobal Settings
x_ﬁ) Create Filker
Mame = | Stakus I
L4 Forest2007a.com Enabled
& Forestz20104, com Enabled
%FnrestEDlSa.cDm ForestZ010A.com Properties
L Inkernet _
g General Address Space | Nelwu:urkl Source Sewerl
o
'cqcn Specify the addrezs zpace(s] to which this connector will route mail:
() -
5 padd... |+ 7 Edi.. X
2 Type | Addresz | Coszt
) SMTF * Forest201 04, com 1
UO_ SMTF F20104 com 1
2
o 2013a rules delivery reports  accepted domains email address policies receive connectors  send connectors
j -
o
©
[
S + R -
@)
5 NAME & | STATUS
3 0T
— Forest2010a.com Enabled
t Forest2010b.com =2 Exchange Send Connector - Windows Internet Explorer | = | & - b out
8 Internet |_% https://m2013a.forest2013a.com/ecp/ConnectorMgmt/EditSendConnector.aspx?pwmcid=38Retur ﬂ| E
o - Enabled
o
L Help
) Forest2007a.com
n
o
(@) general hessage size (MB):
B delivery 5.. F2007a.com 1 ~
~i
§ » scoping S Forest2007a.com 1 |:|
(0]
=
g O Scoped send connector




**x* Troubleshooting Checklist ***

e Are clients able to send/receive mails (between the 2 forests) by sending mail using the SMTP address of
the recipient

e Are clients able to send/receive/accept/decline meeting invitations (between the 2 forests) by sending mail
using the SMTP address of the recipient

Autodiscover Name Resolution

Description
This step must be performed

e If you are working in an internal Test-Lab or if your organizations are connected by
internet.
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

You must have an autodiscover A-record in DNS

Clients discover other Exchange services by getting information which are
offered in the file autodiscover.xml and published by a CAS server’s virtual
directory autodiscover.

If vou use an internal Test-LAB

There must be an autodiscover A-record present in your internal DNS
which points to the IP representing your Exchange Web Services, i.e. your
Exchange CAS server. Usually you have a DNS zone integrated into Active
Directory. This zone name represents your Active Directory domain, but
not necessarily your SMTP domain. If your Active Directory domain name
is different from your SMTP domain name you have to configure an
additional zone which represents this SMTP domain.

To configure a new zone in DNS using the Windows interface

1. Open DNS Manager.

2. In the console tree, right-click a DNS server, and then click
New Zone to open the New Zone Wizard.

3. Follow the instructions to create a new primary, secondary, or
stub zone.

If your organizations are connected by internet

There must be an autodiscover A-record present in your public DNS where
your MX record is hosted too. The autodiscover record points to the IP
which represents your Exchange Web Services, i.e. your Exchange CAS
server, your Exchange array or your mail gateway (i.e. ISA/TMG).
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Note: If you use a mail-gateway or ISA/TMG, autodiscover must be
explicitly published to the Internet.

Execute nslookup autodiscover.yoursmtp.domain

Note: If no autodiscover record can be found, you have to solve this

issue before continuing.

Screenshots
Additional SMTP-Domains

2007a 2 DNS Manager 1= 3 |
File Action “iew Help
e 7w XE .= HRIE g0
é D_NS Mame | Tvpe | Data | Timestamp
B g M_ZUU?A g—|(same as parent Folder) Start of Authoriby (SOA) [2], m2007a.forest2007a,c..,  static
= FU_fWBFd Laokup Zones (same as parent Folder) Mame Server (NS) mz007a.farestz007a. com. static
_msdcs. forest20074.cor | & 4 kadiscaver Host (&) 172.20.25.152 static

cormn

2| Forest20074, com

2010a

File Action Yiew Help

_;_ DNS Manager !EI ‘

L GEE EEEE =R

gi_.. D_NS Marne | Type | Data I Timestamp
B F 20104 =|(same as parent folder) Stark of Autharity (3087 [2], m2010a.Foreskz0i0a.c,..  skatic
B FU_"WEWC' Lookup Zanes '—| (same as parent Folder) Mame Server (NS mz010a.forest2010a, com. static
_msdes.Farest2010A. | & 5 podiscover Host (A 172,20,25,100 static
i) anm
- | Forestz0104.com
2 0 1 O b & DNS Manager =] F
File  Action Wiew Help
&9 7mXE o= H=d 88
gi_.. D_NS Marne I Type I Data I Timeskamp
B 3 M_ZEIlUB ’—l (same as parent Folder) Start of Authority (S04) [2], mz010b Forest2010b.c...  static
=[] Forward Lookup Zores é—l(same as parent Folder) Marme Server (M5 m2010b.Forest2010b, com, static
msdcs. forestz010b.cc | & aptadiscover Host (4] 172.20.25.102 static
10b,com
=/ Forestz010b.com
2013a = DNS Manager \;‘i-
File Action View Help
= HFE XE o= HE § &
3, DNS MName Type Data Timesta
4 3 M2013A ] (same as parent folder) Start of Authority (SOA) [2], m2013aforest2013a.c...  static
4 [ Forward Lookup Zones (same as parent folder) Mame Server (N5) m2013a.forest2013a.com. static
b 2] _msdesforest2013a.cl| & autodiscover Host (4) 172,20.25.20 static
=1 f2013a.com
I (2] forest2013a.com



**x* Troubleshooting Checklist ***

e |s autodiscover for every SMTP domain configured in DNS
e nslookup autodiscover.remote.domain
e ipconfig /DisplayDNS | find "autodiscover"

Certificates

If you already published your certificates externally (i.e. by using an
official 3-party SAN certificate) you do not need to create, bind and trust
new certificates. Validate this by using the Remote Connectivity Analyzer.

If you do not publish your certificates externally but you activated Outlook
Anywhere (i.e. using ActiveSync) and deployed certificates through your
own CA you do not need to create, bind and trust new certificates. But
you have to deploy the Exchange certificates in the remote environment.

Create Certificates
This step must be performed

e If you are working in an internal Test-Lab
e You do not use SAN certificates on the test Exchange CAS server
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

Your organization now must be prepared to use the appropriate SAN-
certificates on all Exchange CAS servers.

Exchange servers of different organizations communicate in a trusted
manner with each other by validating their SSL certificates. So all CAS
servers have to use a SAN certificate (containing special subjects) and
they must be able to trust the certificates of the other side.

We propose to create one certificate which can be used by all CAS-
servers. This should include the FQDN of the CAS Servers, their
Hostnames and the autodiscover FQDN. You can use SelfSSL.exe on a
32Bit system or alternatively the makecert.exe tool to create a self-signed
certificate.

Links

Selfssl: http://blog.exchange-addict.com/2012/11/cross-forest-freebusy-
simple-version_13.html

makecert: http://social.msdn.microsoft.com/Forums/en-
US/netfxnetcom/thread/162alab6-23ae-4616-bebc-bbe225407b78/

Run the software selfssl from the command line like:
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1. selfssl7.exe /N
cn=autodiscover.forest2010a.com;cn=autodiscover.f2010a.com;cn=m2010a.fore
st2010a.com;cn=m2010a /K 1024 /V 18250 /X /F c:\forest2010a_2nd.pfx /W
Pass1Word /Q

2. selfssl7.exe /N
cn=autodiscover.forest2010b.com;cn=autodiscover.f2010b.com;cn=m2010b.fore
st2010b.com;cn=m2010b /K 1024 /V 18250 /X /F c:\forest2010b_2nd.pfx /W
Pass1Word /Q

Note: If you do not have valid SAN certificates present on both sides,
you have to solve this issue before continuing.

Bind Certificates
This step must be performed

e If you are working in an internal Test-Lab
e You do not use SAN certificates on the test Exchange CAS server
e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

Your Exchange CAS Servers must bind the newly created SAN certificate
to the IIS services of all CAS Servers.

Certificates are bound to specific services. Because Availability Service
which provides Free/Busy information is done by the IIS, the SSL
certificate must be bound to that service. All other services will preserve
their bound certificates.

Import an Exchange certificate (2010)

1. In the console tree, click Server Configuration.

2. From the action pane, click Import Exchange Certificate to open the Import
Exchange Certificate wizard.

3. This wizard helps you import a certificate with a valid private key to your
Exchange server. You must enter the password of the private key for a
successful import.

4. On the Introduction page, click Browse to select the file that contains the
exported certificate, and then enter the password for the certificate.

5. On the Exchange Server Selection page, select the Exchange server that you
want to import the certificate to.

6. On the Completion page, verify that all previously selected options are correct.

7. On the final page, follow the steps listed to complete your request. This page
also displays the Shell cmmdlet syntax necessary to import the certificate.

Assign this Exchange 2010 certificate to the IIS service

e In the console tree, select Server Configuration.

¢ In the action pane, click Assign Services to Certificate to open the Assign Services to
Certificate wizard. This wizard helps you assign the appropriate services to your
certificate for your Exchange organization.



¢ On the Assign Services page, use the check boxes in the Assign Services section to
choose IIS as service you want to assign to your certificate. Click Assign.

¢ On the Completion page, verify that all of the services were assigned properly.

¢ Import and assign Exchange certificate (2007)

e Open IIS Manager and navigate to the level you want to manage.

e In Features View, double-click Server Certificates.

e In the Actions pane, click Import.

e In the Import Certificate dialog box, do the following:

e Type a file name in the Certificate file box or click the browse button (...) to navigate
to the name of a file where the exported certificate is stored.

e Type a password in the Password box if the certificate was exported with a password.

e Select Allow this certificate to be exported if you want to be able to export the
certificate, or clear Allow this certificate to be exported if you do not want to allow
additional exports of this certificate.

e Click OK.

e Run Powershell to bind the cert to services

e Enable-ExchangeCertificate -Services "IIS"

e To verify that your certificate is running and enabled run the following command:
Get-ExchangeCertificate -DomainName server.domain.com

Now restart IIS on CAS servers (i.e. c:\iisreset)

Note: If the Exchange Web Services (respective IIS) do not use the SAN
certificates you have to solve this issue before continuing.

Trust Certificates
This step must be performed

e If you are working in an internal Test-Lab
e You do not use SAN certificates on the test Exchange CAS server
o If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

Your Exchange CAS Servers must trust the SAN certificate of your
partners Exchange CAS servers.

Certificates are bound to specific services. Because the CAS servers only
communicate if they can trust each other the have to know something
about the certificate of the partners side. So, your Exchange CAS Servers
must include the certificate of your partners’ side in the store for root
certificates.

Add certificates to the Trusted Root Certification Authorities store for a
local computer

e Click Start, click Start Search, type mmc, and then press ENTER.
e On the File menu, click Add/Remove Snap-in.
e Under Available snap-ins, click Certificates, and then click Add.
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e Under This snap-in will always manage certificates for, click Computer account, and
then click Next.

e Click Local computer, and click Finish.

e If you have no more snap-ins to add to the console, click OK.

e In the console tree, double-click Certificates.

e Right-click the Trusted Root Certification Authorities store.

e Click Import to import the certificates and follow the steps in the Certificate Import
Wizard.

You may also deploy certificates by using Group Policy. Keep in mind that
the certificate for Exchange Server itself must be imported directly to the
local store.

e Open Group Policy Management Console.

e Find an existing or create a new GPO to contain the certificate settings. Ensure that
the GPO is associated with the domain, site, or organizational unit whose
users/machines you want affected by the policy.

e Right-click the GPO, and then select Edit.

e Group Policy Management Editor opens, and displays the current contents of the
policy object.

¢ In the navigation pane, open Computer Configuration\Windows Settings\Security
Settings\Public Key Policies\Trusted Publishers.

e Click the Action menu, and then click Import.

e Follow the instructions in the Certificate Import Wizard to find and import the
certificate.

o If the certificate is self-signed, and cannot be traced back to a certificate that is in the
Trusted Root Certification Authorities certificate store, then you must also copy the
certificate to that store. In the navigation pane, click Trusted Root Certification
Authorities, and then repeat steps 5 and 6 to install a copy of the certificate to that
store.

Note: If your Exchange CAS servers do not trust the SAN certificates of
the partners’ side, you have to solve this issue before continuing.
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http://technet.microsoft.com/en-us/library/cc770315(v=ws.10).aspx

Screenshots
Create Certificates (with selfssl.exe)

2007a selfssl7.exe /N
cn=autodiscover.forest2007a.com;cn=autodiscover.f2007a.com;cn
=m2007a.forest2007a.com;cn=m2007a /K 1024 /V 18250 /X /F
c:\forest2007a_2nd.pfx /W Pass1Word /Q

2010a selfssl7.exe /N
cn=autodiscover.forest2010a.com;cn=autodiscover.f2010a.com;cn
=m2010a.forest2010a.com;cn=m2010a /K 1024 /V 18250 /X /F
c:\forest2010a_2nd.pfx /W Pass1Word /Q

2010b selfssl7.exe /N
cn=autodiscover.forest2010b.com;cn=autodiscover.f2010b.com;cn
=m2010b.forest2010b.com;cn=m2010b /K 1024 /V 18250 /X /F
c:\forest2010b_2nd.pfx /W Pass1Word /Q

2013a selfssl7.exe /N
cn=autodiscover.forest2013a.com;cn=autodiscover.f2013a.com;cn
=m2013a.forest2013a.com;cn=m2013a /K 1024 /V 18250 /X /F
c:\forest2013a_2nd.pfx /W Pass1Word /Q

Import Certificates

2007a = certificates - [Console Root', Certificates {Local Computer)',Personal’,Certificates]

File Action \Miew Fawvorites ‘Window Help

e smlolc=HF

| Console Root Issued To = | Issued By | [
= Lall Certificates (Lacal Computer) | % ] autodiscover Forest2007a,com autodiscover ForestZ007a, com [
= [ Personal Fylmzo07s mz007a
) Certificates Flmz007a mz007a

| Trusted Roak Certification £

[xnl | Cmbemumvimm Tomk

2 O 1 Oa = Certificates - [Console Root',Certificates (Local Computer),Personal',Certificates]

File Ackion  View  Favorites  Window  Help

T YEEGETEE

| Console Roct Issued Ta = | Issued B | Expiration Date
= [l Certificates (Local Computer) | 7 lautodiscover. Forestz010a,com autodiscover Forest2010a.com 29,03, 2063
Bl [ Persanal Elmzai0a M20104 09.04.2018
i Certificates

~| Trusted Root Certification ¢

2 0 1 O b = certificates - [Console Root',Certificates {Local Computer):PersonalCertificates]

File Action ‘iew Favorites  Window  Help

Y EEEEN G

| Console Roat Issued To = | Issued B | Expiration Date
= Ll Certificates (Local Computer) | 7] autadiscover Forestz010b.com autodiscover.forest2010b.com 29.03. 2063

= [ Persanal lmzo10e M20108 09.04.2015
Certificates

| Trusted Root Certification £
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2013a

=

certificates - [Console Root\Certificates (Local Computer)\Personal\Certifi

& File Action
| Z

Bl ¢ H

Favorites  Window Help

Y

] Console Root lssued To Issued By Expiration Date
a 5 Certificates (Local Compute ?ﬂ autodiscover.forest2(13a.com autodiscover.forest2013a.com 02.04.2063
4 [ Personal @Federation Federation 15.04.2018
§ @ﬂ Federation Federation 15.04.2018
I _‘| Trusted Root Certificatic @a m2013a m2013a 14.04.2018
b J Enterprise Trust %ﬂ Microsoft Exchange Server Aut..  Microsoft Exchange Server Auth C...  19.03.2018
b [ Intermediate Certificatic| gy 15,c-M2013A WMSve-M2013A 12042023
> || Trusted Publishers

Assign certificate to the IIS/Exchange service

2 0 0 7a "-E Internet Information Services (I15) Manager

@E& [@ b M20074 ¢ Sikes P Defaul Web Site » ]

File  Wiew Help

B Default Web Site Home [ e ]
@- |$"J |&, q i Explore
i S Edit Permissions. ..
=85 M20074 (FOREST2007Aladminis| | EENEIIL G o] —
¥ application Pools pe=lis
L8] Sites Type | Host Name | Port | 1P address | Binding add... Bindings...
E‘“ Bl e T http a0 * [E] Basic ettings. ..
|| aspret_client https 443 * Edit...
P autodiscover 2 Wiews Applications
EWS Edit Site Binding HE Remaove Wiew Yirtual Direckar
Exadmin .
Exchange Type: 1P address: Part: Browse Manage Web Site

[} Exchweb Ihttps j IAII Unassigned j |443 = Restart
¥ Microsoft-Server-i P Start
QAEB Host name:
B ctop

P owa I Close
Public

B Browse YWeb Site
? UnifiedMessaging

Browse *:80 (http)
Browse *:443 (http:

S5L certificate:

l;

autodiscover.ForestZDD?a.com;autodiscover.FZD[j Wigw, . |

Mat selected

Mlcrooft Excan Advanced Setkings.,
fao Cancel e
Microsoft Exchange Configure
1 I
| | %E) @J @ o é’f I Lirits. ..
2 0 1 Oa /B Exchange Management Console =] E3
File Action ‘iew Help
= |s5ml\E
[ Morosaft Exchange £ server Configuration Actions
= E; Microsoft Exchangs On-Premises (n 4 Help -
Jaie Organization Configuration Tf Create Fiter
-
Recipient Canfiguration Hame Rl Version M2010A
&1 Toalbax M201 084 Hub Transport, Client Acc...  Wersion 14,3 (Build 123.4)
=
G Manage Maibox Role
i Manage Client Access Role

(o]

= Manage Hub Transport Role
|
! Manage Diagnostic Logging P, ..

Assign Services to Certificate

&Y 2 objects Enter Product Key...

q - Mew Exchange Certificate. ..
Assign Services g

Assign the appropriate services ta the certificate for your Micrasoft Exchange Server. M

1) Completion s
[T Intemet Message Access Pratacol [IMAP] IMAR, POR, SMT

™ Post Office Protacol [POP)

™ Simple Mail Transfer Protocal [SMTP)
¥ Intemet Information Services (II5)

I™ Unified Messaging [LUM)

O &ssign Services

5 £ [/an

Import Exchange Certificate. .,
Properties

autodiscover.forest2010a.com;a...
ﬁ Export Exchange Certificate. ..

@ Assign Services to Certficate. ..

%% Renew Exchange Certificate. ..
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2 0 1 0 b | xchange Management Console —Toix

File  Action Wiew Help

&= | s

L2 Microsoft Exchangs E server configuration Actions )
[=1 {23 Microsaft Exchange On-Premises (n [ 2 d

[ |s22 Crganization Configuration I create Fiter |G Refresh

s Mailbox — - .

L% client Access Mame | Role Wersion | Help

5 Hub Transpart Mz010B Hub Transport, Client Acc...  Wersion 14.3 (Build 123.4)

B Unifed Mssaging ————
B Server Configuration M20108

S Mailbox: 33 Manage Mailbox Rale

2 client Ac 2

- Hub Tran ) Manage Client Access Role

Eig Unified 1 ~'my| Assign Services to Certificate ke | D Manage Hub Transport Role
2, Recipient Co P =l 5

58 Toolbax R m Manage Diagnostic Logging P...
TectmeerEs | Assign Services || G4 MewExchange Certificate. ..
& i Azsign the appropriate services to the certificate for your Microsoft Exchange Server. ::% Import Exchange Certficate. ..
ompletion |
E ™ Intemet Message Access Protocol [IMAP) Properties
™ Post Office Frotocol (FOF)
[~ Simple Mail Transfer Protacel [SMTP] autodiscover.forest2010b.comia...

¥ Intemet Information Services [II5] T4 Export Exchange Certificate

[ Urified Messaging [LIM) ’e;] Assign Setvices to Certificate. ..

| E] Renew Exchange Certificate. ..

20133

Exchange admin center
recipients servers databases database availability groups  virtual directories  certificates

permissions

compliance management Select server: |m20133.fnrest20133.cnm v
organization + /A0 e -
protection NAME STATUS EXPIRES OM -
Microsoft Exchange Server Auth Certificate Valid 3/19/2018 .
mail flow autodiscover forest2
’ Microsoft Exchange Valid 41472018 R -
com;m2013a forestz
. Exchange Delegation Federation Valid 4/15/2018
mobile - .
Exchange Delegation Federation Valid 4/15/2018 ned certificate

- - . Issuer: CM=autodiscover.fore
public folders WMSVC Valid 4/12/2023 CN=m2013aforest2013a.con

autodiscover.forest2013a.com;autodiscover.f2013...

unified messaging Status
Valid

servers Expires on: 4/2/2063
Renew

hybrid

Assigned to services
IMAP, POP, IIS, SMTP

Imported remote Certificates for trust

2 0 O 7a = certificates - [Console Root' Certificates {Local Computer) Trusted Root Certification Authorities' Certificates]

ﬁ File Action View Favoribes  Window  Help
e 7@ols=d

| Console Raot Issued To = | Issued B | Expiration Dake
&=l Lall Certificates (Local Computer) | ;] autodiscover Forestz007a.com autodiscover, Forest2007a, com 02.04.2063
3 Personal ﬁgjautodiscover.FDrest2DlDa.c0m autadiscover Forest2010a,com 29.03.2063
S T_rf-'Sted Roat Certification ¢ | 7] ajtadiscover  Forest2010b,com autodiscover, Forest2010b. com 29.03.2063
R - @EJautodiscover.ForestZDlSa.com sutodiscover, Forest2013a,com 0z.04,2063
:J_I 'EnLterpriSf Irust . | Baltimore CyberTrust Root Baltimore CyberTrust Root 13.08,2025
2 0 1 Oa Certificates - [Console Root' Certificates {Local Computer)' Trusted Root Certification Authoritiesh Certificates]

ﬁ File Action Wiew Favorites  \Window  Help
«=s | z2xnlalcl=H=

| Console Roat Issued To = | Issued B | Expiration Dak
=) Gl Certificates (Lacal Computer) | %] autodiscover.farestz007a.com autodiscover forest2007a,com 02.04.2063
3 Personal ?@autodiscover.Forest2DlDa.cnm autadiscover.forest2010a.cam 29.03.2063
[ [ Trusted Root Certification £ | 7] 2 todiscaver. forest201 00, cam autodiscaver forest2010b,com 29.03,2063
) iy ?ﬁautndiscover.ForestZDlSa.cnm autodiscover.forest2013a,com 02.04.2063
:J,_ .Er:terpris:a ITrqut . [/ Baltimore CyberTrust Roct Balkirmore CyberTrusk Rook 13.05.2025
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2010b

B certificates - [Console Root',Certificates {Local Computer): Trusted Root Certification Authorities' Certificates]

File  Action Wiew Favorites  Window  Help
&= | 5= 8|c = | HiFE
| Console Root Issued To = | Issued B | Expiration Date | ]
= Cettificates (Local Computer) | Tlautodiscaver Forest2007a, com autodiscaver forest2007a,com 02.04,2063 ‘
J Personal telautodiscover Forest2010a,com autodiscover Forest2010a, com 29.03,2063 !
=l [ Trusted Root Certification £ | 7] s tadiscover.Forest2010b,com autodiscover Forestz010b,com 29.03.2063 ‘
L el lautodiscover Forest2013a.com aukodiscover Forest2013a,com 0z.04.2063 ‘
- Friterprls;a ]’rust N plBaltimore CyberTrust Roak Baltimore CyberTrust Rook 13.05,2025 !
2013a = certificates - [Console Root\Certificates (Local Computer)\Trusted Root Certification Auth
&4 File Action View Favorites Window Help
e I E REIREEN
_| Console Root lssued To “ Issued By Expiration Date
4 ¥ Certificates (Local Cempute|| [5] AddTrust External CA Root AddTrust External CA Root 30.05.2020
I [ Personal ‘t5l autodiscover.forest2007a.com autodiscover.forest2007a.com 02.04.2063
4 sl T"lUStEd Reot Certificatic| 7] autodiscover.forest2010a.com autodiscover.forest2010a.com 29.03.2063
[ Ce¢|f|cates ‘tplautodiscover.forest2010b.com autodiscover.forest2010b.com 29.03.2063
B - Enterprlsv.lETrust || lautodiscoverforest2013a.com autodiscover.forest2073a.com 02.04.2063
b - Ttermfclljmierchertlﬁcatlc =&/ Baltimore CyberTrust Root Baltimore CyberTrust Root 13.05.2025
[ CIRE s v I

Web Services

Description

This step must be performed

e If you are working in an internal Test-Lab or if your organizations are connected by

internet.

e If you want to realize Cross-Forest-Free/Busy or Cross-Forest-Delegation

You want to validate the certificates of your own side and of your partners

side.

If a client like Outlook or OWA tries to connect to its own Exchange
servers it must trust the certificates of these servers. So, the client must
store the certificates root in the certificate store of that person who is
running the application. If an Exchange CAS server tries to connect to the
partners Exchange servers it must trust the certificates of these servers.
So, you want to validate this too.

If yvou use an internal Test-LAB

If you want to test F/B with Outlook, your Outlook client must trust the
certificates of your own CAS servers. So the OWA machine must include

the SAN certificates of your own CAS servers in its personal store for root
certificates (of the logged in GALsync account).

Additionally run the Microsoft Remote Connectivity Analyzer at
. Download the Client tools, run the
Connectivity Diagnostic issue “I can’t log on with Office Outlook”


https://www.testexchangeconnectivity.com/

The test should confirm that Outlook Autodiscover is functional.

Note: If you Outlook client machine does not trust the SAN certificates of
the CAS servers in your own side, you have to solve this issue before
continuing.

If vour organizations are connected by internet

Run the Microsoft Remote Connectivity Analyzer at
https://www.testexchangeconnectivity.com/ and confirm that Outlook
Autodiscover and Exchange Web Services are functional.

Note: If the Analyzer indicates errors which prevent from working, you
have to solve this issue before continuing.

Check:

If you try the access the Autodiscover URL for the target forest via IE with
the orgwideAccount, can you open it receiving error code 600? Can you
open the availability URL?

https://autodiscover.your.domain/autodiscover/autodiscover.xml

Check health of Web Services

test-outlookwebservices -targetaddress remoteuser@remote.domain
| I
Note: If you receive errors which prevent from working, you have to solve

these issues before continuing.

Screenshots

2007a test-outlookwebservices -targetaddress fbcl@forest2010a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2010b.com | fl
test-outlookwebservices -targetaddress fbcl@forest2013a.com | fl
2010a test-outlookwebservices -targetaddress fbcl@forest2007a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2010b.com | fl
test-outlookwebservices -targetaddress fbcl@forest2013a.com | fl
2010b test-outlookwebservices -targetaddress fbcl@forest2007a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2010a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2013a.com | fl
2013a test-outlookwebservices -targetaddress fbcl@forest2007a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2010a.com | fl
test-outlookwebservices -targetaddress fbcl@forest2010b.com | fl
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*** Troubleshooting Checklist ***

After you confirm that the Autodiscover service works externally for your organization, determine whether the
Autodiscover service works correctly from the local computer. Use the Test E-mail AutoConfiguration tool to
determine whether the Autodiscover service and the Availability service are working from Outlook. To do this,
follow these steps:

Start Outlook.
Hold down the Citrl key, right-click the Outlook icon in the notification area, and then click Test E-mail
AutoConfiguration.

o  Verify that the correct email address is in the E-mail Address box.

e In the Test E-mail AutoConfiguration window, click to clear the Use Guessmart check box and the Secure
Guessmart Authentication check box.

e Click to select the Use AutoDiscover check box, and then click Test.

e Make sure that this test is successful and that Outlook can retrieve the correct URLSs for the Availability
service. Successful results resemble the following.
If this test isn't successful, the local computer may be unable to connect to the Autodiscover service. The
following are some common reasons that may cause this issue:
A local firewall blocks Outlook from connecting to the Autodiscover service.

Increase the Log Level of Exchange Services

e Get-EventLogLevel "MSExchange Availability\Availability Service*" | Set-EventLogLevel -Level Expert
e  Get-EventLoglLevel "MSExchange Autodiscover\*" | Set-EventLogLevel -Level Expert

Look at http://www.testexchangeconnectivity.com

General

e Are you able to connect to the target mailbox by using OWA Client (i.e. without getting certificate errors)?
e Are the internal and external URLs for autodiscover configured?
Get-autodiscoverVirtualDirectory| fl name,server,InternalURL,ExternalURL
Get-AutodiscoverVirtualDirectory | Set-AutodiscoverVirtualDirectory —InternalURL
https://adc.foresta.com/autodiscover/autodiscover.xml —ExternalURL
https://adc.foresta.com/autodiscover/autodiscover.xml
Please wait 15 MS-Minutes after configuring the value

Connection test

e Exchange 2010: test-outlookwebservice -targetaddress user@forestB.com | fl

e Exchange 2013: $cred=get-credentials
test-outlookwebservice -id:juser@forestC.com -mailboxcredential $cred| fl

e  Get-WebServicesVirtualDirectory | fl name,server,InternalURL,ExternalURL

e  Get-WebServicesVirtualDirectory | Set-WebServicesVirtualDirectory —ExternalURL
https://mobile.forestC.com/EWS/Exchange.asmx

e  Are the CAS Servers ot the source able to perform nslookup/ping to autodiscover.targetdomain.xx?

e Can you query the autodiscover URL with Internet Explorer and check if you get an certificate issue?
If you get an authentication request then insert a valid user name and password. Getting error 600 then this
is the expected result and means: everything ok.

e s the certificate of the source domains CAS servers present in the target domains CAS servers certificate
store?

e s the certificate of the target domains CAS servers present in the source domains CAS servers certificate
store?

e |[s the certificate of the CAS server assigned to [IS?
e Are the correct alternate names configured in the certificates?



http://www.testexchangeconnectivity.com/
https://adc.foresta.com/autodiscover/autodiscover.xml
https://adc.foresta.com/autodiscover/autodiscover.xml
mailto:user@anderedomain.tld
https://adc.foresta.com/EWS/Exchange.asmx

e https://autodiscover.remote.domain /autodiscover/autodiscover.xml -> use the remote proxy account to
authenticate

e Link: If the Autodiscover request does not finish in 10 seconds, the Availability service request for the cross-
forest user may time out; http:/technet.microsoft.com/en-us/library/bb125182(EXCHG.80).aspx
test-outlookwebservices -targetaddress user@remote.domain | fl
NOTE: If you receive an error “mailbox is missing”:

e Logontoa MAILBOX SERVER | Open the Exchange Shell | Navigate to the script directory by typing cd
$exscripts | Type .\New-TestCasConnectivityUser.ps1 -OU Users

Renew your autodiscover virtual directories
To re-create your Autodiscover VDir on CAS Servers (2007) follow this:

Take a backup of IS

##As simple as a right click backup in IS 6

##To backup 1IS 7, you need to follow this:

To add a backup, run this command:

%windir%\system32\inetsrv\appcmd.exe add backup ” [ISbkp_Date ”

To restore a backup, run this command:

%windir%\system32\inetsrv\appcmd.exe restore backup ” 1ISbkp_Date ”

To delete a backup, run this command:

%windir%\system32\inetsrv\appcmd.exe delete backup ” 1ISbkp_Date ”

To list all backup’s, run this command:

%windir%\system32\inetsrv\appcmd.exe list backup

Remove-AutodiscoverVirtualDirectory —Identity “CAS-servername\Autodiscover (Default Web Site)”

New-AutodiscoverVirtualDirectory -WebsiteName “Default Web Site” -WindowsAuthentication $true -

BasicAuthentication $true

Perform an IISReset

e These are the basic troubleshooting for if AutoDiscover stops functioning. Understanding the concepts are
extremely important as they drive resolution further.

e  Wait 15 mins.

To re-create your Autodiscover VDir on CAS Servers (2007) follow this:

e EMC | Server Configuration | Client Access | Actions | Reset Virtual Directory
e  Server Configuration | Client Access | Actions | Reset Virtual Directory
e  Wait 15 mins.

Links

White Paper: Exchange 2007 Autodiscover Service
http://technet.microsoft.com/en-us/library/bb332063%28EXCHG.80%29.aspx

Synchronize With GALsync

Description
Have the GALsync v5 software installed in each organization and
synchronize the directories successfully (full or partial).

Basically you configure export and import policies. In case of Cross-
Forest-Delegation you have to configure an additional setting called
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http://technet.microsoft.com/en-us/library/bb125182(EXCHG.80).aspx
http://technet.microsoft.com/en-us/library/bb332063%28EXCHG.80%29.aspx

Policies (1 example per forest)

2007a METsec GALsync =
FILE ACTION  OPTIONS HELP

0 & GALsync £  oxfb forest2010b.com = I by
B ¥ Export Policies
) R T i Delete FClone EFTest o2, Counter DRun ﬁl] Status

& ex fb forest2013a.com & General ﬁ Sunchnonization mode ! Data transher mode Lﬂ ia emai _ Qj Stat
- (5 Ex fb forest2010a.com

o & Import Policies Directory (1)
- (5§ Import FB -
Po 'f@ Choose ﬁ Search @ Properties "g:; Settings x Remove
M ame Display M ama M ail Logon M. | Opt
User
fbz2 fbc2 fhc2@forest2007 5. com fbc2
fbc fbe fbe1 @forest2007 5. com fbe
2010a NETsec GALsync |

FILE ACTION  OPTIOMS  HELP

O & GALsync ¥  ox fb forest2007a.com =] I &3

O &% Export Policies :
B oy fb forest20072.com ML Ak Fclone LFTest EgCounter bRun ﬁﬂ Status

£ ex fb forest2013a.com & Gereral ﬁ Synchrorization mode ! D ata transter mode [_Z] Wia email _ Qj Stat.

- ex fbforest2010b
=8 & Impert Policies Direclory (1)
- Imp fb -
P '53 Choose ﬁ Search ﬁ Froperties %Lg‘,; Settings x Fremave
Mame Digplay Hame I il LogonM...  DOpt
User
fbc2 fhe2 fhc2i2f201 0a.cam fbc2
FBLC1 FBC1 FEC1@forest201 Da.com  FBCI
2010b METsec GALsync _ [ ox

FILE ACTION  OPTIONS  HELP

B ;;‘Ls"'"c &  gx fb forest2013a.com = I & I
O} @ Export Policies
(5 ex fb forest2007a.com GZDelete SPClane GZTest o2, Counter [ Run (1] Status

5 ex fb forest2013a.com &g General ﬁ Synchronization made ! [rata trangfer mode L__’] iz email _ Qj St
- b ex forest2010z
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L)
) ] i "
()] =8 & Import Palicies Directory (i)
I Ca@ime — — —
[ Tap Choose sab Search @ Properties ’,g'} Seftings x Remove
-
uo_ MHame Display Name k4 ail LogonM... | Op
% User
9 FECZ FEC2 FBC2{@f2010b.com FBCZ2
(@) FEC1 FEC1 FEC1@farest2010b.com FBCI
©
% 2013a METsec GALsync R o 4
U>x) FILE ACTION  OPTICNS  HELP
> - Al =n =
fa) o 7 GALsyne &  ex fb forest2010b.com = I &
= - ¥ Export Policies —
% & ex b forest?007a.com ¢ Delete & Clone g Test ¢2, Counter D Run ﬁl—] Status
li £ ex fb forest2010a.com & General ﬁ Synchronisation mode ! Data transfer mode E_-ﬂ Via email % Directony @ g
*(7)’ 4 ex fb forest2010b.com
9 0 ﬂ Import Policies Directory (1)
imo fb -
LI? & imp @ Choose @ Search ﬁ Properties 2@;} Settings x Remove
1
0
8 Mame Display Name Mail Logo... | Option Distinguishedh
pudl User
8 fbc2 fbc2 foc2@f2013a.com fbc2 CN=fbc2, CN=L
8_ fbel fbel fbe1@forest?013a.... fbel CN=fbc1,CN=U
©
o
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=




Object Configuration

all All objects have a value in extension attribute 1 which is the
organization name. So, using GALsync import policy settings we
can give them different display names to distinguish between the
sending forests. Example:

FBC1 Properties

- I - a

Custom Attributes

Custom attribute 1:

Custom attribute 2 I

Cuztom attribute 3 I

Import Configuration

all FILE  ACTION OPFTIONS  HELP
& #¥ Export Policies -
5 ex fb forest2007a.com G Delete S clone @ Test D Run El-_l Status
5 ex fb forest2010a.com &g General ﬁ Synchrenisation mode E! Data transfer mode L_-’J Via email % Directory Qj 5
L5 ex b forest2010b.com
D@ Import Policies Directory
&;ﬂ imp fb
3 Choose @ GALsync
s . i
| | ﬁ Erereiice @ ﬁ Move up < Move Down xDelete
@! Settings @
displayMame
Build “displayName (“extensionAttribute 13%)
impaort
il l—imammrt T —fmrze #7112 T
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Synchronized objects

2007a f fctive Directory Users and Comput | Mame | Tvpe
| Saved Queries L FBCL Contact
= 3 Forest20074.com L fhcz Cankact
| Builtin
| Computers
2| Domain Contrallers
| ForeignZecurityPrincipals
= (2] Impart
2 | Forest20104.cam
2 | Forest2010b.com
2 | Forest2013a.com
2010a _ Active Directory Users and Comput | Mame | Tvpe
| Saved Queries L, fhcl Contact
B # Farest20104.com i_;. Focz Conkack
~| Builtin
| Computers
2 | Domain Controllers
| FareigrSecurityPrincipals
= 2] impork
2| Forest20074.cam
2| Forest2010b,com
|
2010b f Active Directory Users and Comput | Name | Tvpe
| Saved Queries 2 et Conkact
= & Farest2010b. com L fhcz Cankact
_| Builtin
| Computers
- 2 | Domain Contrallers
__8 | ForeignSecurityPrincipals
5 —
S H =
k) k20074,
8 2] Forestz0104.com
7 2 | forestZ013a.com
)] T Mem e A Cmviiimm A b
= — - .
© 2013a . Active Directory Users and Com || Name Type
) B[] Saved Queries 2 FBC1 Contact
o 4 33 forest2013a.com !_; fbc2 Contact
o b =] Buiktin
© -
% b o Computers
u>’) [ 2 Domain Controllers
5’ b _ ForeignSecurityPrincipal:
> 4 2| import
qu b2 forest20074.com
3 2 | Forest20104.com
o b2 forest2010b.com
2
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Additional configuration when using Cross-forest delegation

Export Policies
FILE  ACTION OPTIONS _ HELP

0O- £ GALsync Export Settings
I &% Export Policies
' {4 ex b fores
H ex b forest?
: - (3§ Ex fh forest2 Maximum errors to transfer data file. @
0 @ Import Policies _
4 Import FB Minimum objects to transfer data file. 3
Include hidden objects '\L‘
Synchronize Manager .\L.
| Support cross-forest delegation '\j:)
Import
Policies FILE  ACTION OFTIOMS  HELP

- o Export Policies

- ex fb forest2010) Import Settings
- & ex fbforest2013d  E-Mail ddresses  Addiess Lists -
- 5 Ex fb forest2010:
=8 & Import Policies - T
& Import FB #| Create sub-0Us for each sending domain (&5 distinguishedHame
Use MAPI rich text format '\D
Include hidden objects @
Synchronize Group 'J:)
Synchronize Manager 'J:)
| Support cross-forest delegation '\D

*** Troubleshooting Checklist ***

e Are the mailboxes from source created as contacts in the target by using GALsync?

e Are clients able to send/receive mails (between the 2 forests) by sending mail using the GAL to address the
recipient

e Are clients able to send/receive/accept/decline meeting invitations (between the 2 forests) by sending mail
using the GAL to address the recipient

O GALsync £ Import FB
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Cross-Forest
AvailabilityConfig

Description
This step must be performed

e If you want another organization to be able to query the Free/Busy information of
people in your organization.
If you do not want this, then skip this step.

e If you are working in an internal Test-Lab or if your organizations are connected by
internet.

Your organization now must be prepared to accept incoming free/busy
requests proxied through a special user account.

If you want to allow someone of your partners’ organization to query
Free/Busy information of people in your organization, then your partners
Exchange servers will contact the availability service of your Exchange
servers. In your partners organization the recipient type of the object
from your organization must be a custom recipient (mail enabled contact).
After a user on your partners’ side picked the object from his GAL and
makes a meeting request, the request is proxied to an Availability Service
in your forest. To do this, a special (proxy-) account on your side is
required.

Please create a user account in Active Directory without special
permissions. Place the object in an OU where no GPOs prevent it from
working (recommended: put the object into the container users).
Configure it with a permanent password.

You may use this Powershell query to get your current values or to set a
new value

Get-AvailabilityConfig | fl orgwideaccount
Set-AvailabilityConfig -OrgwideAccount <ProxyAccount>

Note: If there are any errors indicated while performing this step, you
have to solve this issue before continuing.

Perform the same procedure at your partners’ side!



Screenshots
At first we created an user fbp in each forest (no mailbox, no special
priveleges)

2007a Set-AvailabilityConfig -OrgwideAccount "forest2007a.com\fbp"
iisreset
Get-AvailabilityConfig | fl

2010a Set-AvailabilityConfig -OrgwideAccount "forest2010a.com\fbp"
iisreset
Get-AvailabilityConfig | fl

2010b Set-AvailabilityConfig -OrgwideAccount "forest2010b.com\fbp"
iisreset
Get-AvailabilityConfig | fl

2013a Set-AvailabilityConfig -OrgwideAccount "forest2013a.com\fbp"
iisreset
Get-AvailabilityConfig | fl

*** Troubleshooting Checklist ***

e Are the proxy accounts on both sides present?
If you want only a uni-directional f/b query the proxy account must be present in the target domain which will
be queried.

Analyze IIS-Log and check if a client using the proxy account logs in
Do a remove-availabilityaddressspace (followed by an iisreset) and a re-adding (followed by an iisreset)

e Use Security Event Log to check, if the proxy account logs on or if the local site sends wrong logon
information

AvailabilityAddressSpace

Description
This step must be performed

e If you want that your people can query Free/Busy information of people in another
organization.
If you do not want this, then skip this step.

¢ If you are working in an internal Test-Lab or if your organizations are connected by
internet.

Your organization now must be prepared to forward appropriate Free/Busy
requests to your partners’ side.

If someone of your organization wants to query Free/Busy information of
people in your partners’ organization, he will pick the contact from your
"GALsynced” GAL. The picked objects has a special "SMTP target address”
which refers to the real mail-address in the other organization. Because
you do not want to send an SMTP mail but only to query Free/Busy, the
availability services of your Exchange servers have to forward this query
to the availability services of the appropriate SMTP domain at your
partners’ side. To do this, the availability services of your Exchange
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servers must know the name of this SMTP domain. This is similar to the
concept of "send connectors”. The ForestName parameter specifies the
SMTP domain name of the target forest for users whose free/busy data
must be retrieved. The Credentials parameter specifies the credentials for
an account that has permission to access the availability services in the
target forest (configured by Set-AvailabilityConfig in the remote side).

Note: In most environments the mail suffix is not the same as the Active
Directory domain names. If your users are distributed among multiple
SMTP domains in the target forest, run the Add-AvailabilityAddressSpace
cmdlet once for each SMTP domain. Do not forget to configure the
appropriate DNS-zones, autodiscover A-records and SAN-certificates! With
AvailabilityAddressSpace you can specify a forest but that won't work
when mail suffix is different.

Screenshots
2007a #Get-AvailabilityAddressSpace | remove-AvailabilityAddressSpace

$cred2010a = Get-Credential # forest2010a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

$cred2010b = Get-Credential # forest2010b.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

$cred2013a = Get-Credential # forest2013a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod OrgWideFB -credential

$cred2013a
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod OrgWideFB -credential
$cred2013a
Get-AvailabilityAddressSpace | fl forestname
iisreset
2010a #Get-AvailabilityAddressSpace | remove-AvailabilityAddressSpace

$cred2007a = Get-Credential # forest2007a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2007a.com -AccessMethod OrgWideFB -credential
$cred2007a

Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod OrgWideFB -credential
$cred2007a

$cred2010b = Get-Credential # forest2010b.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

$cred2013a = Get-Credential # forest2013a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod OrgWideFB -credential

$cred2013a
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod OrgWideFB -credential
$cred2013a
Get-AvailabilityAddressSpace | fl forestname
iisreset
2010b #Get-AvailabilityAddressSpace | remove-AvailabilityAddressSpace

$cred2007a = Get-Credential # forest2007a.com\fbp
Add-AvailabilityAddressSpace -ForestName forest2007a.com -AccessMethod OrgWideFB -credential
$cred2007a
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Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod OrgWideFB -credential
$cred2007a

$cred2010a = Get-Credential # forest2010a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

$cred2013a = Get-Credential # forest2013a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod OrgWideFB -credential

$cred2013a
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod OrgWideFB -credential
$cred2013a
Get-AvailabilityAddressSpace | fl forestname
iisreset
2013a #Get-AvailabilityAddressSpace | remove-AvailabilityAddressSpace

$cred2007a = Get-Credential # forest2007a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2007a.com -AccessMethod OrgWideFB -credential
$cred2007a

Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod OrgWideFB -credential
$cred2007a

$cred2010a = Get-Credential # forest2010a.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod OrgWideFB -credential
$cred2010a

$cred2010b = Get-Credential # forest2010b.com\fbp

Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod OrgWideFB -credential
$cred2010b

Get-AvailabilityAddressSpace | fl forestname

Tisreset

You may use this Powershell query to query the current domains for which
availabilityaddresspace is configured or set the value with

Get-AvailabilityAddressSpace | fl

$cred = Get-Credential # <domain\account : the Free Busy proxy
account at your partners Active Directory side>
Add-AvailabilityAddressSpace -ForestName <your partners SMTP
domain> -AccessMethod OrgWideFB -credential $cred

Note: If there are any errors indicated while performing this step, you
have to solve this issue before continuing.

Perform the same procedure at your partners’ side!

* * * © At this point you should take a cup of tea and . . .
wait for at least 15 mins © * * *

Note: If you use a shared namespace see chapter Free/Busy and Shared
Namespace in the appendix of this document.
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*** Troubleshooting Checklist ***

e  Did you configure the AddressSpace in the source domain correctly?
Get-AvailabilityAddressSpace
Add-AvailabilityAddressSpace —Forestname "ForestB.com" -AccessMethod OrgWideFB —Credential (get-
Credential)
please use the credentiasl of the proxyaccount, which was configured in the target forest
e Did you configure —OrgWideAccount <proxyaccount> in the target forest?
Get-AvailabilityConfig
Set-AvailabilityConfig —OrgWideAccount freebusy
e Do a set-availabilityconfig —orgwideaccount $null and a re-adding the orgwideaccount followed by an iisrest

Cross-Forest-Delegation

This step must be performed

e If you want another organization to be able to query the Free/Busy information of
people in your organization and to work with delegated calendars.

e If you are working in an internal Test-Lab or if your organizations are connected by
internet (i.e. VPN tunnel).

GALsync Specification

Description
You have to configure a special setting in GALsync export and import

policy:

Policy | Directory | Settings | Support Cross-Forest Delegation ->
selected

Note: If this configuration is not present at export AND import policies
you have to solve this issue before continuing.

*** Troubleshooting Checklist ***

Check GALsync Synch - the synchronized objects should have these attribute values (check with Attribute-
Editor) Legend: Attribute | Source | Target

legacyExchangeDN | Not significant | Must be set

mailNickname | Not significant | Must be set

objectSid (i.e) | S-1-5-21-3511955210-643191710-2064615621-5187 | Not significant

mAPIRecipient | Not significant | Not Set

msExchMasterAccountSid | Not significant | Must have the same value like the objectSid of the source object
msExchOriginatingForest | Not significant | Must have the same value like the Forest FQDN of the source object
msExchRecipientDisplayType | Not significant | Must have the value -1073741818
msExchRecipientTypeDetails | Not significant | Must have the value 32768

proxyAddresses | The primary SMTP-Address from the source object will be the value of the attribute targetaddress in the
targetdomain | Not significant

e targetAddress | Not Set | The primary SMTP-Address from the source object should be the value of attribute
targetaddress

RECIPIENT TYPE




e Isthe RECIPIENT TYPE of the target contact in Exchange Management Console displayed as CROSS-
FOREST MAIL CONTACT?

Domain Trust

Description
To configure a Cross-Forest-Delegation a trust between the
domains/forests is required.

Check if the trusts are in place and if they are working (validate them at
alll)

Note: To Check Trust Follow This Article: How To Determine Trust
Relationship Configurations At
Http://Support.Microsoft.Com/Kb/228477/En-Us Or Domain And Forest
Trust Tools And Settings At Http://Technet.Microsoft.Com/En-
Us/Library/Cc756944(V=Ws.10).Aspx

Note: If the trustis not working you have to solve this issue before
continuing.

*** Troubleshooting Checklist ***

e Check if the trusts are in place and if they are working. Follow the article How To Determine Trust
Relationship Configurations at Http://Support.Microsoft. Com/Kb/228477/En-Us
or Domain And Forest Trust Tools And Settings at Http://Technet.Microsoft. Com/En-
Us/Library/Cc756944(V=Ws.10).Aspx

c
o
e
©
o0
o
<)
(@]
4+
[%)]
()
S
(@)
U-
)]
0
o
S
(&)
©
c
@©
>
N
>
Q
()
O]
—
L
+—
()]
()
—
o
L
)]
0
o
=
(&)
—
)
Q
®©
Q.
(]
=
=



http://support.microsoft.com/KB/228477/EN-US
http://technet.microsoft.com/EN-US/LIBRARY/CC756944(V=WS.10).ASPX
http://technet.microsoft.com/EN-US/LIBRARY/CC756944(V=WS.10).ASPX
http://support.microsoft.com/KB/228477/EN-US
http://technet.microsoft.com/EN-US/LIBRARY/CC756944(V=WS.10).ASPX
http://technet.microsoft.com/EN-US/LIBRARY/CC756944(V=WS.10).ASPX

c
o
—

O
o0
o

)
()]
4+

[%)]

()

—

o
L

n

0

o

sl
(&)
©

c

©

>

n

>
Q

)

()

—
L
4+

n

(O]

—

o
L

N

n

o

e
O

S

]

Q

®

o

Q
=
=

AvailabilityAddressSpace

Description
Your organization now must be prepared to forward appropriate requests
to your partners’ side.

If someone of your organization wants to query Free/Busy information of
people in your partners’ organization or manage the delegated calendar,
he will pick the contact from your "GALsynced” GAL. The picked objects
has a special "SMTP target address” which refers to the real mail-address
in the other organization. Because you do not want to send an SMTP mail
but only to query Free/Busy, the availability services of your Exchange
servers have to forward this query to the availability services of the
appropriate Web Services of the SMTP domain at your partners’ side. To
do this, the availability services of your Exchange servers must know the
name of this SMTP domain. This is similar to the concept of "send
connectors”. The ForestName parameter specifies the SMTP domain name
of the target forest for users whose free/busy data must be retrieved.
With $true as value for the UseServiceAccount parameter the local
availability service account is used for authorization in the remote forest.

Note: If your users are distributed among multiple SMTP domains in the
target forest, run the Add-AvailabilityAddressSpace cmdlet once for each
SMTP domain. Do not forget to configure the appropriate DNS-zones,
autodiscover A-records and SAN-certificates!

You may use this Powershell query to query the current domains for which
availabilityaddresspace is configured

Get-AvailabilityAddressSpace | fl

Remove all existing Availability configurations

1. Remove-AvailabilityAddressSpace <name>
2. Set-AvailabilityConfig -OrgwideAccount $null
3. Ilisreset

Set permissions on all CAS Servers for each forest. So, the Availability
Services of the remote Exchange Servers can authorize at your local side.

Get-ClientAccessServer | Add-AdPermission -AccessRights
ExtendedRight -ExtendedRights "ms-exch-epi-token-serialization" -
User "<Remote.Forest.Domain.Name>\Exchange Servers"



Recreate corresponding AvailabilityAddressSpace for all needed external
domains.

Add-AvailabilityAddressSpace -ForestName
"<Remote.SMTP.Domain.Name>" -AccessMethod PerUserFB -
UseServiceAccount $true

Export each SCP (Service connection point) into corresponding remote
forest: this will add a pointer record in the configuration partition of the
remote forest with an Idap url to the local forest. If the parameter
MultipleExchangeDeployments is set to TRUE you export all the accepted
domains which are defined in your Exchange environment. So, when
adding an extra accepted domain you will need to execute this command
again to update the SCP object.

$cred = Get-Credential # <Enter Administrator credentials in the
remote forest when prompted>

Export-AutodiscoverConfig -DomainController
<local.Domain.Controller> -TargetForestDomainController
<Remote.Domain.Controller> -TargetForestCredential $cred -
MultipleExchangeDeployments $true

Note: If there are any errors indicated while performing this step, you
have to solve this issue before continuing.

Perform the same procedure at your partners’ side!

* % x © At this point you should take a cup of tea and . . . wait for at
least 15 mins © * * *

Note: If you use a shared namespace see chapter Free/Busy and Shared
Namespace in the appendix of this document.

**x* Troubleshooting Checklist ***

e Did you configure the AddressSpace in the source domain correctly?
Get-AvailabilityAddressSpace
Add-AvailabilityAddressSpace —Forestname "ForestB.com” -AccessMethod OrgWideFB —Credential (get-
Credential)
please use the credentials of the proxyaccount, which was configured in the target forest
e Did you configure —OrgWideAccount <proxyaccount> in the target forest?
Get-AvailabilityConfig
Set-AvailabilityConfig —OrgWideAccount freebusy
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e Do a set-availabilityconfig —orgwideaccount $null and a re-adding the orgwideaccount followed by an iisrest

Screenshots

Cross-Forest Delegation: TrustRemoteExchangeServers

2007a Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010b\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2013a\Exchange Servers"

2010a Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2007a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010b\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2013a\Exchange Servers"

2010b Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2007a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2013a\Exchange Servers"

2013a Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2007a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010a\Exchange Servers"
Get-ClientAccessServer | Add-AdPermission -AccessRights ExtendedRight -ExtendedRights "ms-
exch-epi-token-serialization" -User "forest2010b\Exchange Servers"
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Cross-Forest Delegation: AvailabilityAddressSpace

2007a Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true

2010a Add-AvailabilityAddressSpace -ForestName forest207a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true

2010b Add-AvailabilityAddressSpace -ForestName forest2007a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2013a.com -AccessMethod PerUserFB -
UseServiceAccount $true

2013a Add-AvailabilityAddressSpace -ForestName forest2007a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2007a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010a.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName forest2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true
Add-AvailabilityAddressSpace -ForestName f2010b.com -AccessMethod PerUserFB -
UseServiceAccount $true

Cross-Forest Delegation: AutodiscoverConfig

2007a $cred2010a = Get-Credential # <Enter Administrator credentials in the remote forest when
prompted>
Export-AutodiscoverConfig -DomainController m2007a.forest2007a.com -
TargetForestDomainController
m2010a.forest2010a.com -TargetForestCredential $cred2010a -MultipleExchangeDeployments $true
$cred2010b = Get-Credential # <Enter Administrator credentials in the remote forest when
prompted>
Export-AutodiscoverConfig -DomainController m2007a.forest2007a.com -
TargetForestDomainController
m2010b.forest2010b.com -TargetForestCredential $cred2010b -MultipleExchangeDeployments $true
$cred2013a = Get-Credential # <Enter Administrator credentials in the remote forest when
prompted>
Export-AutodiscoverConfig -DomainController m2007a.forest2007a.com -
TargetForestDomainController

m2013a.forest2013a.com -TargetForestCredential $cred2013a -MultipleExchangeDeployments $true
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2010a

2010b

2013a

iisreset

$cred2007a = Get-Credential # forest2007a\administrator

Export-AutodiscoverConfig -DomainController m2010a.forest2010a.com -
TargetForestDomainController m2007a.forest2007a.com -TargetForestCredential $cred2007a
MultipleExchangeDeployments $true

$cred2010b = Get-Credential # forest2010b\administrator

Export-AutodiscoverConfig -DomainController m2010a.forest2010a.com -
TargetForestDomainController m2010b.forest2010b.com -TargetForestCredential $cred2010b
MultipleExchangeDeployments $true

$cred2013a = Get-Credential # forest2013a\administrator

Export-AutodiscoverConfig -DomainController m2010a.forest2010a.com -
TargetForestDomainController m2013a.forest2013a.com -TargetForestCredential $cred2013a
MultipleExchangeDeployments $true

iisreset

$cred2007a = Get-Credential # forest2007a\administrator

Export-AutodiscoverConfig -DomainController m2010b.forest2010b.com -
TargetForestDomainController m2007a.forest2007a.com -TargetForestCredential $cred2007a
MultipleExchangeDeployments $true

$cred2010a = Get-Credential # forest2010a\administrator

Export-AutodiscoverConfig -DomainController m2010b.forest2010b.com -
TargetForestDomainController m2010a.forest2010a.com -TargetForestCredential $cred2010a
MultipleExchangeDeployments $true

$cred2013a = Get-Credential # forest2013a\administrator

Export-AutodiscoverConfig -DomainController m2010b.forest2010b.com -
TargetForestDomainController m2013a.forest2013a.com -TargetForestCredential $cred2013a
MultipleExchangeDeployments $true

iisreset

$cred2007a = Get-Credential # forest2007a\administrator

Export-AutodiscoverConfig -DomainController m2013a.forest2013a.com -
TargetForestDomainController m2007a.forest2007a.com -TargetForestCredential $cred2007a
MultipleExchangeDeployments $true

$cred2010a = Get-Credential # forest2010a\administrator

Export-AutodiscoverConfig -DomainController m2013a.forest2013a.com -
TargetForestDomainController m2010a.forest2010a.com -TargetForestCredential $cred2010a
MultipleExchangeDeployments $true

$cred2010b = Get-Credential # forest2010b\administrator

Export-AutodiscoverConfig -DomainController m2013a.forest2013a.com -
TargetForestDomainController m2010b.forest2010b.com -TargetForestCredential $cred2010b
MultipleExchangeDeployments $true

iisreset



In the local configuration partition of Active Directory all received remote
Service Connection Points for autodiscover services are listed. All accepted
domains per forest are available in attribute keywords.

2 ADSI Edit ~ || Mame Class Dist|| Actions
A ﬂ Configuration [m2013a.forest2013a.com]

4[] CN=Configuration,DC=forest20133,DC=com There are no items te show in this view. CMN=fore
~| CMN=DisplaySpecifiers
“ CN=Extended-Rights CN=forest2007A.com Properties | ? i
| CM=ForestUpdates
% CN=LostAndFoundConfig Atroute Bditor | Securty
| CN=MTDS Quotas Mtributes:
~| CN=Partitions
3 CM=Physical Locations Atnbuie Value . -
- ) instanceType ed = (WRITE )
4 il CN:SENICES isCrtical SystemObject  «<not set>
_| CM=Claims Configuration isDelsted <nat sets
~| CN=Group Key Distribution Service isRecycled <not set>
_ Ch=Microsoft Bxchange keywaords Domain=f2007a.com; Domain#orestZDﬂ?A.cJ =
4 || CN=Microsoft Exchange Autodiscove lastKnownParent anot et
| CN=forest2007A.com managedBy anot et
| CN=Forest20104.com mS-DS-ConsistencyC...  <not set>
| CN=forest2010b.com mS-D5-CongistencyG...  <not set>
| CN=Microsoft Exchange Online msDS-LastknownRDN  <not set
I CN=Microsoft SPP msDS5-NcType <not st

Final Result
Cross-Forest-Free/Busy

HowTo
1. Open Outlook
2. Make an invitation by picking a synchronized contact of your partner from your
GAL.
3. Check if his free/busy information is displayed (give some secs)

1. Open Outlook Web Access
Make an invitation by picking a synchronized contact of your partner from your
GAL.

3. Check if his free/busy information is displayed (give some secs)
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Screenshots

2007a
<->
2013a

5 172.20.25.152 - Remotedesktopverbindung = B
rrj- wm s e - =
ey — ~
: | Meeting | Insert Format Text
Calendar ek 6% ORecurrence
3 3 £y ¥ gmey - .
¥ Delete 8 @ Time Zones  {
Cancel Appaintment |Scheduling Meeting - A 15 minutes - ) Spelling
Inwitation o Forward ~ Assistant ||| Workspace éj' 05 categorize - § -
Actians Shauy Attendees Options fa || Proofing |
= 5end | Q Iluu%j Sonntag, 21. April 2013 4
0§00 03:00 1000 1100 12:00 13:00 1400 15: L]
B, Al Attendees | 5
2 Administrator A 1
@ fbez (70133 &
& fbel (20135 ;Z
EL

-.Click here to add a name

L] 172.20.25.20 - Remotedesktopverbindung = =
e
| Meeting | Insert Format Text
@ @ Calendar & A E Show A= | Busy - e @ E
W Delete | B r 8, L [
| Cancel || Appointment |Scheduling Meeting 4 Reminder: 15 minutes - Recurrence Time Cat
Invitation a Forward - Assistant Workspace d" Zones
Actions | Show Attendees Options
=1 Send () | 100% v | [April 2013 4
10500 10:00 11:00 12:00 13:00 14:00 15:00 16z Mc
B, | All Attendees | Z
£ Administrator a 1
H
© fxt (07 [— .
¥ @ foc2 (20072) I >
Click here to add a name ¢
Duratio ¥
< >




Cross-Forest-Delegation

HowTo

1. Open Outlook on your local side

2. Delegate your calendar to someone from the remote side by picking a
synchronized contact of your partner from your GAL.
Contact this person and check if he is able to manage your calendar
4. Do this vice versa

w

Screenshots

2007a FBCl@forest2007a.com shares its calendar with certain people
from other organization(s)

- 2
Options _
| Preferences | Mail Setup | Mail Format | Spelling | Other | Delegates

Delegates

Q Delegates can send items on your behalf, induding creating and

& responding to meeting requests. If you want to grant folder
permissions without giving send-on-behalf-of permissions, dose this
dialog box, right-dick the folder, dick Change Sharing Permissions, and
then change the options on the Permissions tab.

FEC1 (2010a] Add...

FBC1 (2010b)

focl (20133) Remove
Permissions.
Properties...

Deliver meeting requests addressed to me and responses to meeting

requests where I am the organizer to;

(®) My delegates only, but send a copy of meeting requests and
responses to me (recommended)

(1 My delegates only

() My delegates and me

2013a FBCl1@forest2013a.com opens the all calendars it has access to. It
can manage the remote calendar following the access rights beeing
which have been granted.
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& Calendar - Microsoft Qutlook == -
i File Edit View Go Tools Actions Help Type a question for help
i ENew - | @1 X gl Today | [@ Search address books - @ .
Calendar « Day | Week ‘ Month |
14 April 2013 4 © @ 1 Search FBCT - Calendar P
SuMo TuWe Th Fr Sa © (2 April 21,2013 ‘ ¥
123456 Click here to enable Instant Search ]
78 910 1112 13 . - e -
14 15 16 17 18 19 20 Calendar . & fbcl 2007a) . | = FBC1(2010a) . | = FBC1(2010b)
21[22) 23 24 25 26 27 ey ! —
28 29 30 21 Sunday 21 Sunday 21 Sunday 21 Sunday
o am || Meetye
O] All Calendar items - g? Lo =
My Calendars 2 ol
00 Daily Meet with Private Appointm @
9
[v] =1 calendar 1 9 -
Other Calendars I o Y
People’s Calendars & 1000
7 fbel (2007a) i
[v] 2l FBC1 (2010a) _— e ——
"4 FBCY (2010b) 1190 Mechc L. |
- & 7
’ 12pm -
[~ Mail Mew Appointment L
. B T Mew All Day Event
o = Mew Meeting Reguest
g o - o mesra— Mew Meeting Request With  »
= 2" Sk
ﬂ Tasks i+ Mew Recurring Appeintment
o
""" Mew Recurring Event
sl (8- Tasks: 0 Active ta & ' |
Mew Regurring Meeting (]
2 ltems All folders are up to date, Today
Go to Date...
Other Settings...

Customize Current View...

Automatic Formatting...

Troubleshooting

Help
Short descriptions you can find in Technet: i.e.

Configure the Availability Service for Cross-Forest Topologies,
http://technet.microsoft.com/en-us/library/bb125182.aspx

Note: regarding troubleshooting we propose to install an Outlook 2007
client at each side (may be on the same machine GALsync v5 is installed).
Run Outlook in logging mode and also use online mode (not cached). You
will find the log files (*.fb) in the %temp% directory. Log files are stored
in % TEMP%\... (This folder is by default not visible).

Description
The expected result should display the free/busy information of the
remote user with its status information.

If you do not receive the expected result, follow this troubleshooting
guide. Please keep in mind that troubleshooting this issue is a quite
difficult job in our experience.

Note: If you are missing Free/Busy information you may be confused with
Outside of working hours. If you see Free/Busy displayed in light-grey
blocks, check the working Hours in Outlook.

BEusy [ Tentative [] Out of Office [Z Working Elsewhere| [ Mo Information Cutside of working hours



http://technet.microsoft.com/en-us/library/bb125182.aspx

Tools
Use an Outlook 2007 client and activate protocol logging. For testing purposes do
NOT use cached mode.

1.

AR WN R

5

Turn on logging

On the Tools menu, click Options.

On the Other tab, click Advanced Options.

Select the Enable logging (troubleshooting) check box, and then click OK two
times.

Restart Outlook.

Install the Office Configuration Analyzer Tool (OffCAT)
(http://support.microsoft.com/kb/2812744/EN-US) and run a Fullscan for Outlook.
Are there any errors indicated?

Search for the official Microsoft documentation Availability Web Service Protocol
Specification [MS-OXWAVLS] - v1.04. It contains a lot of error codes and
descriptions.

Troubleshooting Free/Busy Information for Outlook 2007

How to Troubleshoot the Microsoft Exchange Server 2007 Availability Service By
Using Microsoft Office Outlook Logging

Diagnose Availability Service Issues

How to Diagnose Availability Service Issues
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http://technet.microsoft.com/en-us/library/bb397225(EXCHG.80).aspx
http://technet.microsoft.com/en-us/library/ff597979(EXCHG.80).aspx
http://technet.microsoft.com/en-us/library/bb124805.aspx
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Appendix

querySchema.psi

Import-Module ActiveDirectory

$ADInfo = Get-ADDomain

$PDC = $ADInfo.PDCEmulator

$ADDomainDistinguishedName = $ADInfo.DistinguishedName
write-output “Active Directory Schema version ($PDC)” "r

$ADSchema = repadmin /showattr $PDC
“cn=Schema,cn=Configuration,$ADDomainDistinguishedName”
/atts:ObjectVersion

$ADSchemaArray = $ADSchema -split “:”

[int]$ADSchemaNum = $ADSchemaArray[4] ## -replace(” ™,")
[int]$ADSchemaNum

write-output “Exchange Schema version ($PDC)” "r
$ExchangeSchemaVer = repadmin /showattr $PDC “cn=ms-exch-schema-
version-pt,cn=Schema,cn=Configuration,$ADDomainDistinguishedName”
/atts:rangeupper

$ExchangeSchemaArray = $ExchangeSchemaVer -split (“rangeUpper: %)
$ExchangeSchemaVersion = $ExchangeSchemaArray[3]
$ExchangeSchemaVersion

Free/Busy and Shared Namespace

Assumed you have two forests using the same PrRIMARY SMTP ADDRESS you
can synchronize with GALSYNC.

Free/Busy lookups are different from mail routing: no SMTP traffic is
required. F/B lookups are performed by the Availability Service which is
part of the Exchange Web Services. So port 443 (HTTPS) is used. Basically
a user picks the synchronized contact and tries to get Free/Busy
information, then the Availability Service takes the contact’s domain-part
of the PriMARY SMTP ADDRESS and looks if there is an
AVAILABILITYADDRESSSPACE configuration for this mail domain. If found it
sends the F/B-request via HTTPS to the remote Availability Service (of the
Exchange organization which hosts the mailbox-enabled user object).

If you use a shared namespace at both sides it will not work by default
because it is based on different AVAILABILITYADDRESSSPACE namespaces. But
if the synchronized contact uses a secondary SMTP address instead you
can configure a unique AVAILABILITYADDRESSSPACE.

GALsyNC allows you to modify the PRIMARY SMTP ADDRESS at import site.



Example

Exchange organization A Exchange organization B
Primary SMTP Address Common.com Common.com
(Exchange-Configuration)
Secondary SMTP Address One.com Two.com
(Exchange- Configuration)
Add-AvailabilityAddressSpace Two.com One.com
(Exchange- Configuration)
Configuration of the import-policy MODIFY PRIMARY SMTP ADDRESS MODIFY PRIMARY SMTP ADDRESS
(GALsync-Software) WITH DOMAIN: TWO.COM WITH DOMAIN: ONE.COM

Cross-Forest-Free/Busy and Cross-Forest-Delegation between dedicated
Exchange Online (only) / Office 365 organizations

Cross-Forest-Free/Busy

Usually people are able to send individual requests to share calendars, but
you want to implement an enterprise-wide configuration. If you want that
all the mail objects of your partner-organization are present in your own
GLOBAL ADDRESS LIST (GAL) then you can use a tool like GALsync. Between
2 Exchange Online Partners you do not need to establish a Federation
Trust or configure AUTODISCOVER records because this is already present
(by default).

In the following example we have two Exchange Online organizations
named OrgA and OrgB.

Regarding organization a.onmicrosoft.com execute in Windows Powershell
the set of commands described below using the credential of an admin in
OrgA (i.e. )

Set-ExecutionPolicy RemoteSigned

$LiveCred = Get-Credential

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic —AllowRedirection
Import-PSSession $Session

Enable-OrganizationCustomization (has an error as result in my experiences but it does not impact the total
result)

Get-FederationInformation -DomainName orgb.onmicrosoft.com | New-OrganizationRelationship -Name orgb -
FreeBusyAccessEnabled $true -FreeBusyAccesslLevel LimitedDetails

After that users from organization OrgB can take users from OrgA through
picking the object from GAL (done by GALsync) and they can query
free/busy information.

Regarding organization orgb.onmicrosoft.com execute in Windows
Powershell the set of commands described below using the credential of
an admin in OrgB (i.e. )

c
o
e
©
o0
o
<)
(@]
4+
[%)]
()
S
(@)
U-
)]
0
o
S
(&)
©
c
@©
>
N
>
Q
()
O]
—
L
+—
()]
()
—
o
L
)]
0
o
=
(&)
—
)
Q
®©
Q.
(]
=
=


mailto:admin@orga.onmicrosoft.com
https://ps.outlook.com/powershell/
mailto:admin@orgb.onmicrosoft.com

Set-ExecutionPolicy RemoteSigned

$LiveCred = Get-Credential

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic —AllowRedirection
Import-PSSession $Session

Enable-OrganizationCustomization (has an error as result in mz experiences but it does not impact the total
result)

Get-FederationInformation -DomainName orga.onmicrosoft.com | New-OrganizationRelationship —Name orga -
FreeBusyAccessEnabled $true -FreeBusyAccessLevel LimitedDetails

After that users from organization OrgA can take users from OrgB through
picking the object from GAL (done by GALsync) and they can query
free/busy information.

Links

http://maso.dk/2011/07/26/federation-in-the-cloud-enable-freebusy/
http://help.outlook.com/en-us/140/ff383252.aspx

Cross-Forest-Delegation
Links

http://support.microsoft.com/kb/2872167
http://technet.microsoft.com/en-us/library/dd638083(v=exchg.150).aspx

Cross-Forest Free/Busy with MS-Federation

You can also use GALsync to provide contacts with Directory
Synchronization and using MS-Federation to get Free-Busy information.
Henrik Walter has written a great post about this subject. Although he
describes FIM as DIRSYNC tool you may read this article and simply
replace MicrROSOFT FIM with NETsEC’s GALSYNC.

Links

http://www.expta.com/2011/07/how-to-configure-exchange-2010-spl.html
http://www.msexchange.org/articles-tutorials/exchange-server-2010/migration-deployment/deep-dive-into-
rich-coexistence-between-exchange-forests-partl.html
http://blogs.technet.com/b/exchange/archive/2012/10/30/managing-federated-sharing-with-the-eac.aspx
http://technet.microsoft.com/en-us/library/bb125182(v=exchg.80).aspx
http://technet.microsoft.com/en-us/library/bb125182(v=exchg.141).aspx

Cross Org Availability using Federation Trust and Organization Relationship

http://blogs.technet.com/b/exchange/archive/2011/06/28/cross-org-availability-using-federation-trust-and-
organization-relationship.aspx

Sharing in Exchange Online
http://technet.microsoft.com/en-us/library/jj916670(v=exchg.150).aspx

Federation (Exchange 2013)

http://technet.microsoft.com/en-us/library/dd335047.aspx

Understanding Federation (Exchange 2010)

http://technet.microsoft.com/en-us/library/dd335047(v=exchg.141).aspx

Hybrid Free Busy Troubleshooter
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https://ps.outlook.com/powershell/
http://maso.dk/2011/07/26/federation-in-the-cloud-enable-freebusy/
http://help.outlook.com/en-us/140/ff383252.aspx
http://support.microsoft.com/kb/2872167
http://www.msexchange.org/articles-tutorials/exchange-server-2010/migration-deployment/deep-dive-into-rich-coexistence-between-exchange-forests-part1.html
http://www.msexchange.org/articles-tutorials/exchange-server-2010/migration-deployment/deep-dive-into-rich-coexistence-between-exchange-forests-part1.html
http://blogs.technet.com/b/exchange/archive/2012/10/30/managing-federated-sharing-with-the-eac.aspx
http://technet.microsoft.com/en-us/library/bb125182(v=exchg.80).aspx
http://technet.microsoft.com/en-us/library/bb125182(v=exchg.141).aspx
http://blogs.technet.com/b/exchange/archive/2011/06/28/cross-org-availability-using-federation-trust-and-organization-relationship.aspx
http://blogs.technet.com/b/exchange/archive/2011/06/28/cross-org-availability-using-federation-trust-and-organization-relationship.aspx
http://technet.microsoft.com/en-us/library/jj916670(v=exchg.150).aspx
http://technet.microsoft.com/en-us/library/dd335047.aspx
http://technet.microsoft.com/en-us/library/dd335047(v=exchg.141).aspx

Exchange Federation — part I

How to Configure Exchange 2010 SP1 Federation

Configure Free/Busy Sharing Between Exchange Organizations

Errors (Support)

e ID:1011
When querying Availability for the recipient e-mail address ,
the following error code and message were received:
ErrorProxyRequestProcessingFailed:Unableto send cross-forest request for
mailbox because of invalid configuration., inner exception: Configuration
information for forest/domain domain.com could not be found in Active Directory.
e ID: 4002
ProxyWebRequest CrossForest from SID to
https:/mail.domain.com/ews/exchange.asmx failed. A connectoin attempt failed
because the connected party did not properly respond after a period of time or
established connection failed because connected host as failed to respond
(PublicIP).

Document tags

GALsync, DIRsync, Cross-Forest Online Free/Busy, Get-
AvailabilityAddressSpace, Set-AvailabilityAddressSpace, Remove-
AvailabilityAddressSpace, Set-AvailabilityConfig, Get-AvailabilityConfig,
federated Free/Busy, Federation, FreeBusy Proxy account, cross-forest
delegation, cross-forest calendaring, Office Configuration Analyzer Tool
(OffCAT), New-OrganizationRelationship, Get-FederationInformation,
FreeBusyAccessEnabled, FreeBusyAccesslLevel, TargetApplicationUri,
federation trust, federated delegation, rich coexistence between Exchange
Forests, InterOrg, Replicate free/busy, ms-Exch- EPI-Token-Serialization,
autodiscover endpoint couldn't be discovered,
ErrorProxyRequestProcessingFailed, Federated sharing
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http://blogs.technet.com/b/exchange/archive/2013/06/03/the-hybrid-free-busy-troubleshooter-now-available.aspx
http://blogs.technet.com/b/exchange/archive/2013/06/03/the-hybrid-free-busy-troubleshooter-now-available.aspx
http://johanveldhuis.nl/en/exchange-federation-deel-i/
http://johanveldhuis.nl/en/exchange-federation-deel-ii/
http://www.expta.com/2011/07/how-to-configure-exchange-2010-sp1.html
mailto:email@domain.com

